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About this Guide 

 
 

This reference guide introduces a protocol (a set of rules), that regulates data transmission 

between DTU Series Remote Data Loggers and remote server software. 
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Overview  

When sending package, the transmission protocol uses byte-stuffing to identify the beginning and the 

end of the frame. 

• Each packet begins with 0xC0 and ends with 0xC2. 

• Any occurrence of 0xC0 and 0xC2 bytes inside the frame will be byte-stuffed by the following 

algorithm: 

Original Value After byte-stuffing 

0xC0 0xC4 0xC1 

0xC2 0xC4 0xC3 

0xC4 0xC4 0xC4 
 

0xC0 Packet Body 0xC2 

Each packet body contains two parts: a packet, including 8-byte device identifier for IMEI transmitting 

and a packet for encrypted data transmission. Data is encrypted using a 128-bit XTEA algorithm, which 

is being recorded during the device production. 

0xC0 IMEI (8 byte) Encrypted Data 0xC2 

The data length must be a multiple of 8 bytes, otherwise you need to fill empty fields with extra zero 

bytes. At the end of encrypted block CRC is used, which is calculated after decryption using the CRC-

16 CCITT algorithm with polynomial 0x1021 and initial value 0xFFFF. Zero bytes are also included in 

the checksum calculation. 

Decrypted data with the length multiple of 8 

Useful Data Extra zeroes CRC (2 bytes) 

Decrypted package body can contain different types of data (meter data, configuration commands, etc.) 

and mustn’t exceed 1024 bytes. All numeric data are transferred in little-endian byte order that means 

that the little (least significant) byte goes first. After byte-stuffing, decryption and checking CRC value 

data have the following format: 

Data Identifier 1 Data 1 Data Identifier 2 Data 2 Data Identifier 3 Data 3 

Data Identifier 

Value Description 

1 Device Configuration Command 

2 Response to Device Configuration Command 

3 Data from Meters 

4 Meters Data Receipt Confirmation Format 

5 Transparent Channel Data 

6 Settings Reading Command 

7 Response to Settings Reading Command 

8 Server Authorization with Sporadic Data Transmission Disabled  

9 Telemetry Data Transmission 

10 Device Configuration Extended Command (DTU4xx) 
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Value Description 

11 Response to Device Configuration Extended Command (DTU4xx) 

12 Read Settings Extended Command (DTU4xx) 

13 Response to Read Settings Extended Command (DTU4xx) 

14 Telemetry Data Transmission with Extended Parameters (DTU4xx) 

Configuration Commands Format 

Parameter number Data Length Data 

1 byte 1 byte 1...255 bytes 

Configuration Command Response Format 

Parameter number Command Execution Code 

1 byte 1 byte 

 

Device Configuration Commands Execution Codes 

Code Description 

0 Command executed 

1 Command is not supported 

2 Incorrect data format 

3 Error 

4 Command is blocked 

 

Data Transmission from Meters Format 

Offset  Size, byte Description 

0 1 Data packet sequence number 

1 1 Event Code (a sensor is tripped; time interval has passed) 

2 4 Event occurrence time 

6 1 Event data length (either a data type or data itself) 

7 1 Data type (meter values) 

8 1–256 Value according to a data type 

… … ... 

N 1 Data type (meter values) 

N+1 1-256 Value according to a data type 

… … … 

M 1 Event Code (a sensor is tripped; time interval has passed) 

M+1 4 Event occurrence time 

M+5 1 Event data length 

M+6 1 Data type 

M+7 1–256 Value according to a data type 
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Event Codes 

Code Description Firmware version 

1 Data slicing event (time interval has passed) All 

2 ADC event (break or short circuit) All 

3 Device restart All 

4 Dry Contact triggering All 

8 Button was pressed All 

10 Inputs training start/end All 

11 Dry Contact input was trained  All 

12 GPRS connection failed All 

13 External power has been disabled  

DTU2x7: 
DTU22.01.0003 
DTU22.02.0001 
DTU22.03.0009 
DTU22.04.0013 

14 External power has been re-enabled  

DTU2x7: 
DTU22.01.0003 
DTU22.02.0001 
DTU22.03.0009 
DTU22.04.0013 

15 Input pulse repetition frequency exceeding 

DTU1xx: 
DTU02.00.0021 
DTU02.01.0001 
DTU02.02.0026 

DTU2x7: 
DTU22.01.0006 
DTU22.02.0001 
DTU22.03.0009 
DTU22.04.0013 

16 
End of the archive transmission (not saved in the 

journal) 

DTU1xx: 
DTU02.00.0021 
DTU02.01.0001 
DTU02.02.0026 

DTU2x7: 
DTU22.01.0006 
DTU22.02.0001 
DTU22.03.0009 
DTU22.04.0013 

17 Maximum SIM card inactivity period is exceeded 

DTU1xx: 
DTU02.00.0021 
DTU02.01.0001 
DTU02.02.0026 

DTU2x7: 
DTU22.01.0006 
DTU22.02.0001 
DTU22.03.0009 
DTU22.04.0013 

19 Input values monitoring event 
DTU2x7: 

DTU22.03.0023 
DTU22.04.0020 

20 Event on input values limits exceeding 
DTU2x7: 

DTU22.03.0023 
DTU22.04.0021 

22 The battery is depassivated 
DTU2x7: DTU22.04.0026 

DTU4x3 

23 The battery is low 
DTU2x7: DTU22.04.0026 

DTU4x3 

24 High current input value (for current loop input type) DTU2x7: DTU22.04.0031 

25 Low current input value (for current loop input type) DTU2x7: DTU22.04.0031 
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Code Description Firmware version 

26 
The current input values restored (for current loop 

input type) 
DTU2x7: DTU22.04.0031 

 

Data Types 

Number 
Size, 

byte 
Description 

Firmware 

version 

0 4 Meter 1 value, in pulses (Data interpretation) All 

1 4 Meter 2 value, in pulses (Data interpretation) All 

2 4 Meter 3 value, in pulses (Data interpretation) All 

3 4 Meter 4 value, in pulses (Data interpretation) All 

6 4 Number of data logger restarts All 

7 1 Input 1 state 
0 — Logical “0” 

1 — Short Circuit 

2 — Break 

3 — Logical “1” 

All 

8 1 Input 2 state All 

9 1 Input 3 state All 

10 1 Input 4 state All 

11 1 Inputs training state (0 - off, 1 - on) All 

12 4 Input 1 resistance in closed state All 

13 4 Input 1 resistance in open state All 

14 4 Input 2 resistance in closed state All 

15 4 Input 2 resistance in open state All 

16 4 Input 3 resistance in closed state All 

17 4 Input 3 resistance in open state All 

18 4 Input 4 resistance in closed state All 

19 4 Input 4 resistance in open state All 

20 1 Server connection error code  All 

21 4 CPU power voltage (mV) 

DTU2x7: 
DTU22.02.0001 
DTU22.03.0009 
DTU22.04.0013 

22 1 Input number with a pulse repetition frequency exceeding 

DTU1xx: 
DTU02.00.0021 
DTU02.01.0001 
DTU02.02.0026 

DTU2x7: 
DTU22.01.0006 
DTU22.02.0001 
DTU22.03.0009 
DTU22.04.0013 

23 1 
SIM card number, where connection error occurred 

(0 - SIM 1, 1 - SIM 2) 

24 1 
SIM card number with inactivity period exceeded 

(0 - SIM 1, 1 - SIM 2) 

25 1 Input 5 state 0 — Logical 0 

1 — Short Circuit 

2 — Break 

3 — Logical 1 26 1 Input 6 state 

27 4 Input 5 resistance in closed state 

28 4 Input 5 resistance in open state 

29 4 Input 6 resistance in closed state 

30 4 Input 6 resistance in open state 

31 1 
Input number that is higher or lower than the threshold 

values 

DTU2x7: 
DTU22.03.0023 
DTU22.04.0020 
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Number 
Size, 

byte 
Description 

Firmware 

version 

32 1 

In which value range the input event was triggered: 

0 - below the specified limit, 1 - inside the specified limit, 

2 - above the specified limit 

33 1 Input number that exceeded the base value by a delta 
DTU2x7: 

DTU22.03.0023 
DTU22.04.0021 

37 4 Input IN1: meter value, in pulses 

see 
Data interpretation 

DTU4x3 

38 4 Input IN2: meter value, in pulses 

39 4 Input IN3: meter value, in pulses 

40 4 Input IN4: meter value, in pulses 

41 4 Input IN5: meter value, in pulses 

42 4 Input IN6: meter value, in pulses 

43 4 Meter value for input S (leakage), in pulses 

44 1 
Input IN1 state: 0 — Logical 0, 1 — Short Circuit, 

2 — Break, 3 — Logical 1 

45 1 
Input IN2 state: 0 — Logical 0, 1 — Short Circuit, 

2 — Break, 3 — Logical 1 

46 1 
Input IN3 state: 0 — Logical 0, 1 — Short Circuit, 

2 — Break, 3 — Logical 1 

47 1 
Input IN4 state: 0 — Logical 0, 1 — Short Circuit, 

2 — Break, 3 — Logical 1 

48 1 
Input IN5 state: 0 — Logical 0, 1 — Short Circuit, 

2 — Break, 3 — Logical 1 

49 1 
Input IN6 state: 0 — Logical 0, 1 — Short Circuit, 

2 — Break, 3 — Logical 1 

50 4 The value of the battery voltage at a reference load (mV) 
DTU2x7: 

DTU22.04.0026 
DTU4x3 

51 1 
The input number at which the high current value is 

measured (for the current loop input type) 

DTU2x7: 
DTU22.04.0031 

 

Interpreting Meters Data Depending on the Input Type 

Input Type Data Description 

Pulse Counter 
Four-byte unsigned value, displaying the amount of pulses passed through 

the current input. 

Temperature 

Sensor 

Divided into four signed bytes (from -128 to 128 bytes). Shows the 

temperature value measured by the external analog sensor:  

• First byte – current temperature 

• Second byte – average temperature for the latest data slice  

• Third byte – minimum temperature for the latest data slice 

• Fourth byte – maximum temperature for the latest data slice 

DS18B20 

(1-Wire) 

Sensor 

Divided into two signed two-byte values(from -32767 to 32767 bytes). 

Shows the temperature value (in tenths of a degree Celsius), measured by 

the digital DS18B20 temperature sensor. 

• First two bytes – current temperature 

• Second two byte – average temperature for the latest data slice  

Attention! Temperature measurements are taken every five minutes 

Engine Hours 
Counter 

Four-byte unsigned value, indicates how long the input was in the active 
state (in sec). 

4-20mA Current 

Loop Sensor 
Four-byte unsigned value, indicates the current value in microamperes (µA). 
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Interpreting Events and Incoming Data 

Event number Event name Event number Data 

2 ADC event 
7-10, 25-26 

(input number) 
1 byte – current input state* 

* Depending on the input type, it is interpreted as follows: 

1) For a pulse counter input  

0 – Recovery after an accident (short circuit or breakage). Zero state at the input. 

1 – Short circuit state at the input. 

2 – Break state at the input. 

3 – Recovery to a logical 1 state after a break or short circuit. 

2) For a two-state analog signal input 

0 – The input state has changed to a logical zero ‘0’. 

1 – The input state has changed to short circuit. 

2 – The input state has changed to break. 

3 – The input state has changed to a logical one ‘1’. 

3) For a temperature sensor 

0 – Sensor returned to a normal value. 

1 – Magnetic field influence detected. 

4) For a leakage sensor  

0 – Sensor returned to a normal value. 

3 – Leakage detected. 

5) For an enclosure opening sensor 

0 – Sensor returned to a normal value. 

1 – Not interpreted. 

2 – Enclosure opening detected (when the enclosure cover removed, the detachment from the 

wall can’t be detected). 

3 – Data logger detachment from the wall detected. 

6) For a DS18B20 Sensor 

0 – Either the sensor is not connected, or there is a temperature value reading error. 

3 – The sensor is connected and the temperature readings are taken successfully. 

Event number Event name Data Identifier Data 

15 

Input consumption 

threshold 

exceeded 

22 

1 byte from 1 to 4 - displays the 

number of the input where the 

event occurred 

 

Event number Event name Data Identifier Data 

12 
Server connection 

error 
20 and 23 – 

This event contains 2 data types: 

20 – Server Connection Error Codes 

23 – SIM card number where the connection error occured 

Event number Event name Data Identifier Data 

17 

SIM card 

inactivity period 
exceeded 

24 0 – SIM card 1, 1 – SIM card 2 
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Server Connection Error Codes  

Error 

number 
Description 

0 The session passed without errors 

1 Incorrect PIN 

2 SIM card is not inserted 

3 GSM network registration failed 

4 GPRS connection failed 

5 Connection to server failed 

 

Meters Data Receipt Confirmation Format 

Offset Size, byte Description 

0 1 The sequence number of the data packet 

Read Settings Command Format 

Parameter 

number 
Data Length Data 

1 byte 1 byte 0…255 byte 

 

Read Settings Command Response Format 

Parameter 

number 

Command 

Execution Code 
Data Length Data 

1 byte 1 byte 1 byte 0…255 bytes 

 

Device Parameters 

Parameter 
number 

Size, 
byte 

Data 
type 

Min. 
value 

Max. 
value 

Description 
Mask bit 
Number1 

Firmware 
Version 

0 4 number 60 0xFFFFFFFF 
Time interval for saving data 
from meters to the journal 

(in seconds) 
0 

DTU1xx 
DTU2x7 

DTU4x3 

(all) 

1 4 number 0 0xFFFFFFFF Current time 1 

2 16 number 0 - 

Current meter values array 

(the values of 4 counters in 
order, each value — 4 bytes) 

2 

3 4 line 0 0xFF SIM card PIN code - 

4 32 line 0 0xFF 
APN (network access point 

number) 
- 

5 32 line 0 0xFF GPRS login - DTU1xx 
DTU2xx 6 32 line 0 0xFF GPRS password - 

 
1 Mask for telemetry data packet generating. 
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Parameter 
number 

Size, 
byte 

Data 
type 

Min. 
value 

Max. 
value 

Description 
Mask bit 
Number1 

Firmware 
Version 

7 32 line 0 0xFF Server IP address - DTU4xx 
(all) 

8 8 line 0 0xFF 

Server port (number is set in 

ASCII mode, e.g, port 301 will be 
passed as 0x33 0x30 0x31) 

- 

9 21 line 0 0xFF 
SIM card ICCID 

(read only) 
3 

10 16 line 0 0xFF 
To set or to read the encryption 

key (only via USB port) 
- 

11 16 line 0 0xFF 
Modem IMEI 

(read only) 
- 

12 16 line 0 0xFF 
SIM card IMSI 

(read only) 
- 

13 16 line 0 0xFF Firmware version 4 

17 4 number 0 0xFFFFFFFF 

Device restart. The number 

specifies in what time the data 

logger should be restarted after 
the restart command 

(in seconds). Not less than 4 sec. 

- 

18 4 number 0 0xFFFFFFFF Meter 1 value 5 

19 4 number 0 0xFFFFFFFF Meter 2 value 6 

20 4 number 0 0xFFFFFFFF Meter 3 value 7 

21 4 number 0 0xFFFFFFFF Meter 4 value 8 

22 4 number 0 2500 Input 1 resistance in closed state 9 

23 4 number 0 2500 Input 2 resistance in closed state 10 

24 4 number 0 2500 Input 3 resistance in closed state 11 

25 4 number 0 2500 Input 4 resistance in closed state 12 

26 4 number 2500 100000 Input 1 resistance in open state 13 

27 4 number 2500 100000 Input 2 resistance in open state 14 

28 4 number 2500 100000 Input 3 resistance in open state 15 

29 4 number 2500 100000 Input 4 resistance in open state 16 

30 1 number 0 3 

Input 1 state 
(0 — Logical “0”, 1 — “Short 

Circuit”, 

2 – “Break”, 3 — Logical “1”) 

17 

31 1 number 0 3 

Input 2 state 

(0 — Logical “0”, 1 — “Short 
Circuit”, 

2 – “Break”, 3 — Logical “1”) 

18 

32 1 number 0 3 

Input 3 state 
(0 — Logical “0”, 1 — “Short 

Circuit”, 
2 – “Break”, 3 — Logical “1”) 

19 

33 1 number 0 3 

Input 4 state 
(0 — Logical “0”, 1 — “Short 

Circuit”, 2 – “Break”, 
3 — Logical “1”) 

20 

34 4 number 0 0 Reset settings to default values – 

35 1 number 0 1 
Active SIM card selection 
(0 —SIM 1, 1 — SIM 2) 

– 

36 1 number 0 99 
GSM signal level 

(read only) 
21 

37 17 number 0 0xFF 
Mobile network operator name 

(read only) 
22 

DTU1xx 
DTU2xx 
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Parameter 
number 

Size, 
byte 

Data 
type 

Min. 
value 

Max. 
value 

Description 
Mask bit 
Number1 

Firmware 
Version 

38 4 number 0 0xFFFFFFFF 
GSM modem operation time, in 

seconds (read only) 
23 

DTU4xx 
(all) 

39 4 number 0 0xFFFFFFFF 
Battery voltage, in volts 

(read only) 
24 

40 1 number 0 1 
GSM modem status 

(0 – disabled, 1 — enabled) 
(read only) 

– 

41 1 number 0 3 
SIM card status: 0 — not active, 
1 — PIN entry required, 2 — not 
inserted, 3 — active (read only) 

– 

42 1 number 0 1 
Registration in GSM network 
status: 0 — not registered, 
1 — registered (read only) 

– 

43 1 number 0 1 
GPRS connection status: 

0 — not active, 1 — active 

(read only) 

– 

44 1 number 0 1 
TCP connection status: 

0 — not active, 1 — active 

(read only) 

– 

45 1 number 0 2(3) 

Schedule type: 0 - daily, 1 - 

weekly, 2 – monthly,  
3 – hourly (added for DTU4xx) 

25 

46 2 number 0 1440 
Scheduled server connection 
time, measured in minutes 

from the beginning of the day 
26 

47 5 number 0 0xFFFFFFFF 

Server connection bitmask 
by days of week and month, 

depending on the type of 
schedule 

27 

48 1 number -12 12 Time zone 28 

49 1 number 0 1 
Automatic DST  

(daylight saving time) activation 
(0 — disabled, 1 - enabled) 

29 

50 8 line 1 0xFF 

Command for receiving 
multiple device settings 

The data contains a bitmask 
specifying what data needs to be 

read 

– 

51 1 number 0 1 
Training mode status request 

(0 — training mode is disabled, 1 
— training mode is enabled) 

30 

52 4 number -300 2000 
Processor temperature 

in tenths of degrees Celsius 
(e.g., 305 value means 30,5°C) 

31 

DTU1xx: 
DTU02.00.0021 
DTU02.01.0001 
DTU02.02.0026 

DTU2xx: 
DTU22.01.0006 
DTU22.02.0001 
DTU22.03.0009 
DTU22.04.0013 

53 8 number - - 

Request for the archive data 
(first 4 bytes is the request start 

time, the remaining 4 bytes 

is the request end time) 

- 

54 1 number 0 0 
Stop archive transmission 

command 
- 

55 1 number 0 0 
Complete requests from the 

server command 
- 

56 1 number 0 1 
Test mode enable/disable 

command 
- 

57 1 number 0 1 
Depassivation enable/disable 

command 
- 

58 1 number 0 1 
FLASH card operational status 

request 
- 
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Parameter 
number 

Size, 
byte 

Data 
type 

Min. 
value 

Max. 
value 

Description 
Mask bit 
Number1 

Firmware 
Version 

59 1 number 0 1 
External devices power supply 

enable/disable command 
- 

60 1 number 0 1 Deep sleep mode enabling - 

61 32 line 1 0xFF 
Current modem operating 

frequency range 
32 

62 1 number 0 2 
GPRS class selection 

(0 - 8, 1- 10, 2 - 12 class) 
- 

63 1 number 0 1 
Transportation Mode 

Activation  
- 

DTU2xx: 
DTU22.01.0006 
DTU22.02.0001 
DTU22.03.0009 
DTU22.04.0013 

64 4 number 0 0xFFFFFFFF 
The maximum number of pulses 

for 10 minutes at the Input 1 
- 

DTU1xx: 
DTU02.00.0021 
DTU02.01.0001 
DTU02.02.0026 

DTU2xx: 
DTU22.01.0006 
DTU22.02.0001 
DTU22.03.0009 
DTU22.04.0013 

65 4 number 0 0xFFFFFFFF 
The maximum number of pulses 

for 10 minutes at the Input 2 
- 

66 4 number 0 0xFFFFFFFF 
The maximum number of pulses 

for 10 minutes at the Input 3 
- 

67 4 number 0 0xFFFFFFFF 
The maximum number of pulses 

for 10 minutes at the Input 4 
- 

68 1 number 1 24 

The maximum number of 

data transmission attempts, when 
Monthly schedule type is 

selected 

33 

69 1 number 0 1 
Sporadic data transmission 

disabling (1 - disable) 
- 

70 4 line 0 0xFF SIM card 2 PIN code - 

71 32 line 0 0xFF SIM card 2 APN  - 

72 32 line 0 0xFF SIM card 2 GPRS Login  - 

73 32 line 0 0xFF SIM card 2 GPRS Password - 

74 1 number 0 1 
Enable SMS notifications 

(1 - enable) 
- 

75 1 number 1 31 
Reporting period date for 

SMS notifications 
- 

DTU1xx: 
DTU02.00.0021 
DTU02.01.0001 
DTU02.02.0026 

DTU2xx: 
DTU22.01.0006 
DTU22.02.0001 
DTU22.03.0009 
DTU22.04.0013 

76 16 line 0 0xFF 
SMS notifications 

delivery phone number 
(where messages will be sent) 

- 

77 1 number 0 9 Number of reporting period days 48 

78 2 number 60 600 
Network registration maximum 

time (in seconds) 
- 

79 4 number 0 4000 

The battery voltage before the 
connection session, when modem 

power is off, but the 33 Ohms 

load is enabled(mV) 

34 

80 4 number 0 4000 

The battery voltage after the 

connection session, when modem 
power is off, but the 33 Ohms 

load is enabled(mV) 

35 

81 1 number 0 1 
Enable/disable SIM 1 

activity control 
– 

82 2 number 10 365 
Maximum inactivity period setting 

for SIM 1 (in days) 
– 

83 2 number 1 10 

Setting the maximum number of 
repeated connections at SIM 1 

after maximum inactivity period 
expiration 

– 

84 1 number 0 1 
Enable/disable SIM 2 

activity control 
– 
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Parameter 
number 

Size, 
byte 

Data 
type 

Min. 
value 

Max. 
value 

Description 
Mask bit 
Number1 

Firmware 
Version 

85 2 number 10 365 
Maximum inactivity period setting 

for SIM 2 (in days) 
– 

86 2 number 1 10 

Setting the maximum number of 
repeated connections at SIM 2 

after maximum inactivity period 
expiration 

– 

87 4 number 0 2500 Input 5 resistance in closed state 36 

88 4 number 0 2500 Input 6 resistance in closed state 37 

89 4 number 2500 100000 Input 5 resistance in open state 38 

90 4 number 2500 100000 Input 6 resistance in open state 39 

91 1 number 0 3 

Input 5 state: 0 — Logical “0”, 1 

— “Short Circuit”, 
2 – “Break”, 3 — Logical “1” 

40 

92 1 number 0 3 
Input 6 state: 0 — Logical “0”, 1 

— “Short Circuit”, 
2 – “Break”, 3 — Logical “1” 

41 

93 1 number 0 – Input 1 type selection 42 

94 1 number 0 – Input 2 type selection 43 

95 1 number 0 – Input 3 type selection 44 

96 1 number 0 – Input 4 type selection 45 

97 1 number 0 – Input 5 type selection 46 

98 1 number 0 – Input 6 type selection 47 

99 1 number 0 1 
Inputs trigger level automatic 

detection (0 - disable, 1- enable) 
– 

DTU1xx: 
DTU02.00.0021 
DTU02.01.0001 
DTU02.02.0026 

DTU2xx: 
DTU22.01.0006 
DTU22.02.0001 
DTU22.03.0009 
DTU22.04.0013 

100 32 line 0x20 0x7F 
Setting a password to change 

data logger settings 
– 

101 32 line 0x00 0xFF 

Blocking the device settings 

changes: first byte — to configure 
the lock state 

(0 - unblock, 1 – block); 
the rest is the password 

– 

102 1 number 0 1 
Block status request 

(0 - unblocked, 1- blocked) 
– 

103 1 number 0 1 
Setting up a system password for 
SIM1: 0 – do not set up, 1- set 

up 
– 

104 1 number 0 1 
Setting up a system password for 
SIM2: 0 – do not set up, 1- set 

up 
– 

105 1 number 0 0 
Restore all inputs to default 

settings command 
– 

106 1 number 0 1 

Input 1 active state selection, in 
case the input operates as moto 

hours counter (0 - open, 1- 
closed) 

49 

DTU1xx: 
DTU02.01.0001 
DTU02.02.0026 

DTU2xx: 
DTU22.01.0006 
DTU22.02.0001 
DTU22.03.0009 
DTU22.04.0013 

107 1 number 0 1 

Input 2 active state selection, in 
case the input operates as moto 

hours counter (0 - open, 1- 

closed) 

50 

108 1 number 0 1 

Input 3 active state selection, in 

case the input operates as moto 
hours counter (0 - open, 1- 

closed) 

51 

109 1 number 0 1 

Input 4 active state selection, in 
case the input operates as moto 

hours counter (0 - open, 1- 
closed) 

52 
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Parameter 
number 

Size, 
byte 

Data 
type 

Min. 
value 

Max. 
value 

Description 
Mask bit 
Number1 

Firmware 
Version 

110 4 number 0 0xFFFFFFFF 
Request for battery capacity 

discharge, in mAh (read only) 
53 

111 1 number 0 0 
Reset the battery capacity 

discharge counter command 
– 

DTU1xx: 
DTU02.01.0021.2 
DTU02.01.0001 
DTU02.02.0026 

DTU2xx: 

DTU22.01.0006 
DTU22.02.0001 
DTU22.03.0009 
DTU22.04.0013 

112 1 number 0 0 

Archive cleanup command 
(including GSM operation time 

and current device configuration). 
Cleanup time - 1.5 min 

– DTU1xx: 
DTU02.01.0001 
DTU02.02.0026 

DTU2xx: 
DTU22.01.0006 

DTU22.02.0001 

DTU22.03.0009 
DTU22.04.0013 

113 4 number 300 115200 

Set the transparent channel 
mode between a modem and a 

COM port. In order to update the 
modem firmware transparent 

channel operation speed should 
be transmitted in this parameter 

– 

114 1 number 0 0xFF 

Request for emergency reboots 
counter request (by the voltage 

drop) 

(read only) 

54 

DTU1xx: 
DTU02.01.0013 

DTU02.02.0026 
DTU2xx: 

DTU22.02.0004 
DTU22.03.0009 
DTU22.04.0013 

115 12 number 0 – 

Request for the current resistance 
value on 6 inputs. Contains 6 

double-byte resistance values, in 
the tens of Ohms (read only) 

55 

DTU1xx: 
DTU02.01.0009 
DTU02.02.0026 

DTU2xx: 

DTU22.02.0004 

DTU22.03.0009 
DTU22.04.0013 

116 32 line 0 0xFF SIM card 1 Operator Name – 

DTU1xx: 
DTU02.01.0002 

DTU2xx: 
DTU22.02.0001 
DTU22.03.0009 

DTU22.04.0013 
NB-IoT  only 

117 32 line 0 0xFF 
SIM card 2 Operator Name 

 
– 

118 1 number 0 1 

Enable/disable transparent mode 

(0 - disabled, 
1-combined (in DTU Protocol), 

2 - separate channel) 

– 

DTU2xx: 

DTU22.02.0001 

DTU22.03.0009 
DTU22.04.0013 

119 2 number 10 0xFFFF 
Timeout waiting for packet 

(in ms) 
– 

120 2 number 1 1024 Packet size – 

121 4 number 600 115200 Serial port baud rate – 

122 1 number 0 2 
Parity check (0 – none, 

1 – even, 2 - odd) 
– 

123 1 number 0 3 
Stop bits 

(0 – 1 stop bit, 1 – 0,5 stop bit, 

2 – 2 stop bits, 3 – 1,5 stop bits) 

– 

124 1 number 0 1 Data bits (0 – 8 bit, 1 – 9 bit) – 

125 1 number 0 2 
Sensors polling frequency: 

0 – 2Hz, 1 – 20Hz, 
2 – 100Hz (DTU2xx, DTU4xx 

– 
DTU1xx: 

DTU02.01.0013 
DTU02.02.0027 
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Parameter 
number 

Size, 
byte 

Data 
type 

Min. 
value 

Max. 
value 

Description 
Mask bit 
Number1 

Firmware 
Version 

only), 
3 – 50Hz (DTU4xx only) 

DTU2xx: 
DTU22.02.0001 
DTU22.03.0009 
DTU22.04.0013 

DTU4xx 

126 
8-

128 
line 0 0xFF Network status line 56 

DTU1xx: 
DTU02.01.0013 

DTU02.02.0027 
DTU2xx: 

DTU22.02.0001 
DTU22.03.0009 

NB-IoT only 

127 – – – – not in use –  

128 1 number 0 1 

Request for current power supply 
source 

(0 – battery, 1 – external power 
supply source, 

12VDC or 230VAC) 

57 

DTU2xx: 

DTU22.02.0001 
DTU22.03.0009 

DTU22.04.0013 

129 – – – – not in use – 

DTU2xx: 
DTU22.02.0009 

DTU22.03.0013 

130 
1-

128 
line 0 0xFF Device name read command 58 

131 16 line  0 0xFF 

NB-IoT frequency band read/set 
command 

(for NB-IoT devices 
with the Quectel BC95-G only). 

A 16-byte array is represented as 
one word of 128 bits, where each 
bit is set to a Band number: zero 

bit - Band 1, 
first bit - Band 2, etc. 

 

132 32 line 0 0xFF 
Transparent channel server 

address 
 

133 8 line 0 0xFF 

Transparent channel port number 

(specified in ASCII characters, 
e.g. port number 301 will be 
passed as 0x33 0x30 0x31) 

 

134 1 number 0 3 

Authorization algorithm 
(for transparent data channel)  

 (0 – without authorization, 
1 – ADGT V1, 

2 – ADGT V2, 3 – ADGT V3) 

 

135 32 line 0 0xFF 

Authorization key.  
User identifier for authorization 

on the server 
(for transparent data channel) 

 

DTU2xx: 
DTU22.02.0009 
DTU22.03.0013 

136 1 number 0 2 

Server connection status 
(for transparent data channel): 

0 – not active, 1 - authorization, 
2 - active 

(read only) 

 

137 4 number 1 0xFFFFFFFF 

Timeout waiting for data 
in transparent channel after the 

connection 

(in seconds) 

 

138 4 number 1 0xFFFFFFFF 

Max. inactivity time in 

transparent channel 
(in seconds) 

 

139 1 number 0 1 
Establish connection in a separate 

transparent channel on events at 
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Parameter 
number 

Size, 
byte 

Data 
type 

Min. 
value 

Max. 
value 

Description 
Mask bit 
Number1 

Firmware 
Version 

the inputs in the absence of 
external power supply 

140 1 number 1 0xFF 

List of networks where the 
modem can register on SIM 1. 
Each bit is a specific network: 

zero bit - NB-IoT network, 
first bit - Cat.M1 network, 

second bit – GSM network 

60 

DTU2xx: 
DTU22.04.0017 

DTU22.03.0019 
only for DTU2xx 

with Quectel 
BG96 modem 

141 1 number 1 0xFF 

List of networks where the 

modem can register on SIM 2. 
Each bit is a specific network: 

zero bit - NB-IoT network, 
first bit - Cat.M1 network, 
second bit – GSM network 

61 

142 16 line 0 0xFF 

The command to read/set the 
Cat. M1 network operate bands 
for SIM 1. An Array of 16 bytes 

is represented as a single word of 

128 bits, where the setting of 
each bit corresponds to the Band 

number. 
The zero bit is Band 1, 

the first bit is Band 2, etc. 

– 

143 16 line 0 0xFF 

The command to read/set the 
Cat. M1 network operate bands 
for SIM 2. An Array of 16 bytes 

is represented as a single word of 

128 bits, where the setting of 
each bit corresponds to the Band 

number. 
The zero bit is Band 1, 

the first bit is Band 2, etc. 

– 

144 16 line 0 0xFF 

The command to read/set the 
NB1 network operate bands 

for SIM 1. An Array of 16 bytes 

is represented as a single word of 
128 bits, where the setting of 

each bit corresponds to the Band 
number. 

The zero bit is Band 1, 
the first bit is Band 2, etc. 

– 

145 16 line 0 0xFF 

The command to read/set the 
NB1 network operate bands 

for SIM 2. An Array of 16 bytes 

is represented as a single word of 
128 bits, where the setting of 

each bit corresponds to the Band 
number. 

The zero bit is Band 1, 
the first bit is Band 2, etc 

– 

DTU2xx: 
DTU22.04.0017 

DTU22.03.0019 
only for DTU2xx 

with Quectel 
BG96 modem 

146 16 line 0 0xFF 

Command to read/set the 
primary DNS server IP address. 

Not all mobile operators provide 
DNS server addresses. If the 
operator did not provide the 

server address after activating 
the context, it is taken from the 

current command 

– 

147 16 line 0 0xFF 
Command to read/set the 
secondary DNS server 
IP address. Not all mobile 

– 
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Parameter 
number 

Size, 
byte 

Data 
type 

Min. 
value 

Max. 
value 

Description 
Mask bit 
Number1 

Firmware 
Version 

operators provide DNS server 
addresses. If the operator did not 
provide the server address after 
activating the context, it is taken 

from the current command 

148 1 number 0 3 

Command to read the type of the 
current network in which the 

modem is registered: 
0 - no registration, 1 - NB1, 

2 – Cat.M1, 3 - GSM) 

62 

149 16 line 0 0xFF Not in use – 

DTU2xx: 
DTU22.03.0019 
DTU22.04.0018 

150 16 line 0 0xFF 

Setting the user password to 

access the settings (only 
performed if there is a default 
password or a previous user 

password) 

– 

151 16 line 0 0xFF 
Command to enter the settings 

access password 
– 

152 1 number 0 1 
Output control type 1 
(0-manual, 1-auto) 

– 

DTU2xx: 
DTU22.04.0020 
DTU22.03.0023 

153 1 number 0 1 
Output control type 2 
(0-manual, 1-auto) 

– 

154 1 number 0 1 
Output control type 3 
(0-manual, 1-auto) 

– 

155 1 number 0 1 
Output control type 4 
(0-manual, 1-auto) 

– 

156 1 number 0 1 
Enable monitoring of threshold 

values at input 1 
(0-disable, 1-enable) 

– 

157 1 number 0 1 
Enable monitoring of threshold 

values at input 2 
(0-disable, 1-enable) 

– 

158 1 number 0 1 
Enable monitoring of threshold 

values at input 3 
(0-disable, 1-enable) 

– 

159 1 number 0 1 
Enable monitoring of threshold 

values at input 4 
(0-disable, 1-enable) 

– 

160 4 number 0 0xFFFFFFFF 
Maximum threshold value at 

input 1 
– 

DTU2xx: 

DTU22.04.0020 
DTU22.03.0023 

161 4 number 0 0xFFFFFFFF 
Maximum threshold value at 

input 2 
– 

162 4 number 0 0xFFFFFFFF 
Maximum threshold value at 

input 3 
– 

163 4 number 0 0xFFFFFFFF 
Maximum threshold value at 

input 4 
– 

164 4 number 0 0xFFFFFFFF 
Minimum threshold value at input 

1 
– 

165 4 number 0 0xFFFFFFFF 
Minimum threshold value at input 

2 
– 

166 4 number 0 0xFFFFFFFF 
Minimum threshold value at input 

3 
– 

167 4 number 0 0xFFFFFFFF 
Minimum threshold value at input 

4 
– 

168 1 number 0 0xFF 

Output number for event control 
at input 1 

(0 - output 1, 1-output 2, 
2-output 3, 3-output 4, 

0xFF - no output to control) 

– 
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Parameter 
number 

Size, 
byte 

Data 
type 

Min. 
value 

Max. 
value 

Description 
Mask bit 
Number1 

Firmware 
Version 

169 1 number 0 0xFF 

Output number for event control 
at input 2 

(0 - output 1, 1-output 2, 
2-output 3, 3-output 4, 

0xFF - no output to control) 

– 

170 1 number 0 0xFF 

Output number for event control 
at input 3 

(0 - output 1, 1-output 2, 
2-output 3, 3-output 4, 

0xFF - no output to control) 

– 

171 1 number 0 0xFF 

Output number for event control 
at input 4 

(0 - output 1, 1-output 2, 
2-output 3, 3-output 4, 

0xFF - no output to control) 

– 

172 1 number 0 0x07 

Control the output state 
depending on the values at input 

1. A bit variable where each bit 
indicates that the value is within 

a certain limit: 
− 0 - the input value is less 

than the minimum threshold 

− 1 - the input value is greater 
than the specified minimum 
threshold, but less than the 
specified maximum threshold 
value 

− 2 - greater than the specified 
maximum threshold value 

A zero in the specified bits 
indicates that the output state 
will be inactive. A unit in any of 

them indicates that the exit state 
will be active. 

– 

173 1 number 0 0x07 

Control the output state 

depending on the values at input 
2. A bit variable where each bit 
indicates that the value is within 

a certain limit: 
− 0 - the input value is less 

than the minimum threshold 
− 1 - the input value is greater 

than the specified minimum 
threshold, but less than the 
specified maximum threshold 
value 

− 2 - greater than the specified 
maximum threshold value 

A zero in the specified bits 
indicates that the output state 

will be inactive. A unit in any of 
them indicates that the exit state 

will be active. 

– 

DTU2xx: 
DTU22.04.0020 
DTU22.03.0023 

174 1 number 0 0x07 

Control the output state 
depending on the values at input 
3. A bit variable where each bit 
indicates that the value is within 

a certain limit: 
− 0 - the input value is less 

than the minimum threshold 

– 
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Parameter 
number 

Size, 
byte 

Data 
type 

Min. 
value 

Max. 
value 

Description 
Mask bit 
Number1 

Firmware 
Version 

− 1 - the input value is greater 
than the specified minimum 
threshold, but less than the 
specified maximum threshold 

value 
− 2 - greater than the specified 

maximum threshold value 
A zero in the specified bits 

indicates that the output state 
will be inactive. A unit in any of 

them indicates that the exit state 

will be active. 

175 1 number 0 0x07 

Control the output state 

depending on the values at input 
4. A bit variable where each bit 
indicates that the value is within 

a certain limit: 

− 0 - the input value is less 
than the minimum threshold 

− 1 - the input value is greater 

than the specified minimum 
threshold, but less than the 
specified maximum threshold 
value 

− 2 - greater than the specified 
maximum threshold value 
A zero in the specified bits 

indicates that the output state 
will be inactive. A unit in any of 

them indicates that the exit state 
will be active. 

– 

176 1 number 0 0x01 

Read/Write Output 1 status. 
(Changing the output status is 
only possible with the control 

type: Manual) 

– 

DTU2xx: 

DTU22.04.0020 
DTU22.03.0023 

177 1 number 0 0x01 

Read/Write Output 2 status. 
(Changing the output status is 
only possible with the control 

type: Manual) 

– 

178 1 number 0 0x01 

Read/Write Output 3 status. 

(Changing the output status is 
only possible with the control 

type: Manual) 

– 

179 1 number 0 0x01 

Read/Write Output 4 status. 
(Changing the output status is 
only possible with the control 

type: Manual) 

– 

180 2 number 1 3600 

Time to fix the base value at the 
inputs when monitoring the value 

at the inputs, when it is 

necessary to monitor the 
maximum allowable change at 

the input (in seconds) 

– 

DTU2xx: 
DTU22.04.0021 
DTU22.03.0023 181 4 number 0 0xFFFFFFFF 

Maximum allowed value change 
for the Input 1 

– 

182 4 number 0 0xFFFFFFFF 
Maximum allowed value change 

for the Input 2 
– 

183 4 number 0 0xFFFFFFFF 
Maximum allowed value change 

for the Input 3 
– 
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Parameter 
number 

Size, 
byte 

Data 
type 

Min. 
value 

Max. 
value 

Description 
Mask bit 
Number1 

Firmware 
Version 

184 4 number 0 0xFFFFFFFF 
Maximum allowed value change 

for the Input 4 
– 

185 4 number 0 0xFFFFFFFF 
Time for activating Output 1 
(in seconds). If set to 0, the 

output will be permanently active 
– 

186 4 number 0 0xFFFFFFFF 
Time for activating Output 2 
(in seconds). If set to 0, the 

output will be permanently active 
– 

187 4 number 0 0xFFFFFFFF 
Time for activating Output 3 
(in seconds). If set to 0, the 

output will be permanently active 
– 

188 4 number 0 0xFFFFFFFF 

Time for activating Output 4 
(in seconds). If set to 0, the 

output will be permanently active 
– 

189 4 number 0 0xFFFFFFFF 

Command to set Output 1 to the 

active state for the specified 
time. The time is set in seconds 

from 0 to 86400. 
If set to 0, the output will be 

permanently activated 

– 

190 4 number 0 0xFFFFFFFF 

Command to set Output 2 to the 
active state for the specified 

time. The time is set in seconds 

from 0 to 86400. 
If set to 0, the output will be 

permanently activated 

– 

191 4 number 0 0xFFFFFFFF 

Command to set Output 3 to the 
active state for the specified 

time. The time is set in seconds 
from 0 to 86400. 

If set to 0, the output will be 
permanently activated 

– 

192 4 number 0 0xFFFFFFFF 

Command to set Output 4 to the 

active state for the specified 

time. The time is set in seconds 
from 0 to 86400. 

If set to 0, the output will be 
permanently activated 

– 

DTU2xx: 
DTU22.04.0021 
DTU22.03.0023 

193 1 number 0 0x0F 

Command to read the status of 
all outputs. Each bit is a separate 
output state (shows the logical 

state of the output) 

63 

194 1 number 0 1 

Selecting the data transfer 
Protocol to the server: 
− 0 - ADGT Protocol 

− 1 - MQTT-SN Protocol 

– 

DTU2xx: 

DTU22.04.0023 
DTU22.03.0023 

195 1 number 0 2 
Quality of service in the MQTT-SN 

Protocol 
– 

196 32 line 0 0xFF Topic name for data transmission – 

197 1 number 0 1 
Diagnostic level: 

0 - disabled, 1 - AT commands 
log 

– 

198 2 number 0 1440 

Time zone drift (DST_Delta) 
added to the local time zone 

during the summer time period 

(in minutes) 

always 
passed 

DTU1xx: 
DTU02.01.0022 
DTU02.02.0034 

DTU2xx: 
DTU22.04.0025 199 4 number 0 86400 

Number of seconds from the 
beginning of the day to the 

beginning of daylight saving time  

always 
passed 
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Parameter 
number 

Size, 
byte 

Data 
type 

Min. 
value 

Max. 
value 

Description 
Mask bit 
Number1 

Firmware 
Version 

200 4 number 0 86400 
Number of seconds from the 

beginning of the day to the end of 
daylight saving time 

always 
passed 

201 4 number 1 0xFFFFFFFF 

Number of the settings profile 
(read-only). A unique number 

that indicates which parameters 
the device supports 

always 
passed 

202 1 number 1 12 
Number of the month of the 

daylight-saving time beginning: 

1 - January, 12 - December 

always 
passed 

203 1 number 1 5 

Week number in the month of the 

daylight-saving time beginning: 
1 – first week, 5 - last week 

always 
passed 

204 1 number 0 6 
Number of the day of the week 

when daylight saving time starts: 
0 - Sunday, 6 - Saturday 

always 
passed 

205 1 number 1 12 

Number of the month when 

daylight saving time ends: 
1 - January, 12 - December 

always 
passed 

206 1 number 1 5 
Week number in the month when 

daylight saving time ends: 
1 – first week, 5 - last week 

always 

passed 

207 1 number 0 6 
Number of the day of the week 

when daylight saving time ends: 
0 - Sunday, 6 - Saturday 

always 

passed 

208 1 number -59 +59 

Additional setting for the time 
zone. Gives an adjustment in 

minutes to the time zone. 
Attention! Minutes to the time 

zone must be selected with the 
same sign as the time zone itself 

always 
passed 

209 1 number 0 4 

Specifies the period of the 
connection to the server when 

selecting an hourly schedule: 
0 - 5 minutes, 1 – 10 minutes, 

2 – 15 minutes, 3 – 20 minutes, 
4 – 30 minutes 

– DTU4xx 

210 1 number 0 1 

Enabling a connection schedule 
when the device is battery-

powered that will only work with 

battery power: 
0 – disabled, 1-enabled 

– 

DTU2xx: 
DTU22.04.0026 

211 1 number 0 3 
Schedule type: 

0 – daily, 1 – weekly, 
2 – monthly 

– 

212 2 number 0 1440 
Scheduled response time in 

minutes from the beginning of 
the day 

– 

213 5 number 0 0xFFFFFFFF 
Bit mask for triggering by day of 
the week and month for different 

types of schedules 

– 

214 1 number 0 4 

Specifies the connection to the 
server period when selecting an 

hourly schedule: 
0 - 5 minutes, 1 – 10 minutes,  

2 – 15 minutes, 3 – 20 minutes, 
4 – 30 minutes  

– 
DTU2xx: 

DTU22.04.0026 

215 5 number – – 
A bitmask that indicates the 

power management of the 
– 

DTU2xx: 

DTU22.04.0028 
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Parameter 
number 

Size, 
byte 

Data 
type 

Min. 
value 

Max. 
value 

Description 
Mask bit 
Number1 

Firmware 
Version 

sensors when power supplied 
from the battery 

216 4 number 0 0xFFFFFFFF 
Hysteresis value when monitoring 

threshold values at Input 1 is 
enabled 

– 

217 4 number 0 0xFFFFFFFF 
Hysteresis value when monitoring 

threshold values at Input 2 is 
enabled 

– 

218 4 number 0 0xFFFFFFFF 
Hysteresis value when monitoring 

threshold values at Input 3 is 
enabled 

– 

219 4 number 0 0xFFFFFFFF 
Hysteresis value when monitoring 

threshold values at Input 4 is 

enabled 

– 

220 1 number 0 3 

The "Current loop" input polling 

period when the device is battery 
powered (0 - never, 

1 - 15 minutes, 2 - 30 minutes, 
3 - one hour) 

– 

221-225 - - - - reserved - - 

226 1 number 0 1 

Selecting the type of transport 

layer protocol to connect to the 
server using the ADGT protocol 

(0 - TCP, 1- UDP) 

 
DTU4xx: 

DTU42.00.0013 

 

Setting the Input Type 

Value Input type 
Input numbers, where current 

input type can be selected 

0 Pulse Counter (Pulse Meters) 1–4 

1 Signal (Analog Sensors) 1–6 

2 Leakage Sensor 1–6 

3 Temperature Sensor 1–4 

4 Opening Sensor 1–6 

5 Switched off 1–6 

6 DS18B20 sensor 1–2 

7  Engine hours counter 1–4 

8 
High-frequency meter 

(for DTU2xx) 
1–4 

9 Current Loop 1–4 

10 Reserved - 

11 CO2 gas sensor 1 
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Network Status Line Format 

Parameters related to the signal level and base station identifier are passed in the line. This line reading 

is only supported by NB-IoT devices so far. 

All parameters in line are separated by commas and each one has its own place. If the parameter is not 

processed or is not used, the space remains blank. The example of sent line is given below: 

-808,-777,230,199168,0,167,3754,1,-108 

Status line interpretation: 

Position 

in line 

Value Description Measurement Unit 

1 -808 Signal power centibels (cB) 

2 -777 Total power centibels (cB) 

3 230 Current Tx power centibels (cB) 

4 199168 Cell ID  

5 0 Enhanced coverage level (ECL) 

There are three modes 

for NB-IoT: 

0 – 0 dB 

1 – 10 dB 

2 – 20 dB 

6 167 Signal-to-noise ratio (SNR) centibels (cB) 

7 3754 
Evolved Absolute Radio Frequency Channel 

Number (EARFCN) 

 

8 1 Physical Cell Identity (PCI)  

9 -108 Reference Signal Received Quality (RSRQ) centibels (cB) 

Bitmask for controlling sensors power when running on battery power 

This bitmask is used in devices DTU2xx and DTU4xx. 

Byte 1 2 3 4 5 

Bit 7 6 5 4 3 2 1 0 7 6 5 4 3 2 1 0 7 6 5 4 3 2 1 0 7 6 5 4 3 2 1 0 7 6 5 4 

Descri

ption 
 

    12

V 

7,5 

V 

5 

V 

                            

 

5 

3 2 1 0 

    

• 12V – 12 V power supply control bit. If installed, the 12 V voltage remains on battery power.  

• 7,5V – 7.5 V power control bit. If installed, the 7.5 V voltage remains on battery power. 

• 5V – 5 V power supply control bit. If installed, the 5V voltage remains on battery power. 
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Telemetry Data Transmission Format 

Number of 

parameters 

Parameter 

number 

Data 

Length 
Data … 

Parameter 

number 

Data 

Length 
Data 

1 byte 1 byte 1 byte 

From 1 to 
64 bytes 

depending on 

the length 

… 1 byte 1 byte 

From 1 to 
64 bytes 

depending on 

the length 

Transparent Channel Data Transmission Format (DTU2xx, DTU4xx) 

Offset Size, byte Name 

0 1 Package Type 

1 2 Package Size 

3 1-1024 Data Transmitted 

Package types 

Package Type 

Number 
Description 

Firmware 

version 

0 Transparent mode setting package  

DTU2xx: 
DTU22.02.0001 

1 Response package to transparent mode setting  

2 
Send data to RS232 port (the package is transmitted by 

the server), contains the data itself 

3 
Transfer data from RS232 port 

(the package is sent to the server), contains the data itself 

4 Data transfer to RS-232 port with the package ID DTU2xx: 
DTU22.04.0018 5 Data transfer from RS-232 port with the package ID 

Data Format of the Transparent Mode Setting Package  

Offset 
Size, 

byte 
Description 

The range 

of values 

0 1 
Enable/disable transparent mode 

(1 - enable, 0 - disable) 
0-1 

1 2 Package build timeout (in ms) 1-65535 

3 2 Package size, at which data is transmitted over TCP 1-1024 

5 4 Baud rate 600-115200 

9 1 
Parity check 

(0 – no parity check, 1 – even, 2 – odd) 
0-2 

10 1 
Stop bit (0 - length 1, 1- length 0.5, 

2- length 2, 3 – length 1.5) 
0-3 

11 1 Data length (0 - 8 bytes, 1 - 9 bytes) 1 

Response Package Format to the Transparent Mode Setting 

Consists of one byte: 

• 0 – command is executed, 

• 1 – command is not executed. 
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Format for transmitting data with the package ID from server to device 

The package structure:  

Offset Size, byte Description 
The range 

of values 

0 2 Package ID 0-0xFFFF 

2 4 Device Response Timeout (ms) 5-0xFFFFFFFF 

6 2 Data length 1-1024 

8 1-1024 Data - 

 

EXAMPLE: Data Transmission from Server to Device 

05041200D204881300000A0001020304050607080900 

Transparent 
Package 
Identifier 

Package 
type 

Data 
Length 

Package 
ID 

Response 
Timeout 

(5000 ms) 

Data Length, 
directly 

transmitted to 
the port 

Data 

0x05 0x04 0x0012 0x04D2  0x00001388 0x000A 
01 02 03 04 05 
06 07 08 09 00 

 

 

Format for transmitting data with the package ID from device to server 

The package structure: 

Offset Size, byte Description 
The range 

of values 

0 2 Package ID 0-0xFFFF 

2 2 
Data length. Can be 0 (null), which means that 

the data is not received within the specified timeout 
0-1024 

4 1-1024 Data - 

 

EXAMPLE: Data Transmission from Device to Server 

05050D00D2040900090807060504030201 

Transparent 
Package 
Identifier 

Package 
type 

Data 
Length 

Package 
ID 

Data Length, directly 
transmitted to the port 

Data 

0x05 0x05 0x000D 0x04D2  0x0009 
09 08 07 06 05 

04 03 02 01 
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Format of Device Configuration Extended Commands (DTU4xx) 

Extended commands are added because basic commands can take values from 0 to 256 (the 

limit). Therefore, extended commands are introduced, where the field for the command number 

(parameter) is expanded to 2 bytes and can take a value from 0 to 65535. 

To keep backward compatibility and the ability to add parameters for both DTU1xx and DTU2xx 

devices, as well as for DTU4xx, we decided to start extended commands with the number 256. 

Also, in the extended format, it will be possible to obtain and transfer the parameters from the 

basic commands. 

Parameter number Data Length Data 

2 bytes 1 byte 0...255 bytes 

 

Format of Response to Device Configuration Extended Command  

Parameter number Command Execution Code 

2 bytes 1 byte 

 

Format of Settings Reading Extended Command 

Parameter number Data Length Data 

2 bytes 1 byte 0...255 bytes 

Format of Response to Settings Reading Extended Command 

Parameter number 
Command Execution 

Code 
Data Length Data 

2 bytes 1 byte 1 byte 0...255 bytes 

Device Extended Parameters 

Parameter 
number 

Size, 
byte 

Data 
type 

Min. 
value 

Max. 
value 

Description 
Mask bit 
Number 

0 - 255 – number – – Common Settings – 

256 1 number 0 8 Selecting the sensor type for the IN1 input – 

257 1 number 0 8 Selecting the sensor type for the IN2 input – 

258 1 number 0 8 Selecting the sensor type for the IN3 input – 

259 1 number 0 8 Selecting the sensor type for the IN4 input – 

260 1 number 0 8 Selecting the sensor type for the IN5 input – 

261 1 number 0 8 Selecting the sensor type for the IN6 input – 

262 4 number 0 60000 
Input IN1: Resistance of a normally closed 

contact  
– 

263 4 number 0 60000 
Input IN2: Resistance of a normally closed 

contact 
– 
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Parameter 
number 

Size, 
byte 

Data 
type 

Min. 
value 

Max. 
value 

Description 
Mask bit 
Number 

264 4 number 0 60000 
Input IN3: Resistance of a normally closed 

contact  
– 

265 4 number 0 60000 
Input IN4: Resistance of a normally closed 

contact  
– 

266 4 number 0 60000 
Input IN5: Resistance of a normally closed 

contact  
– 

267 4 number 0 60000 
Input IN6: Resistance of a normally closed 

contact  
– 

268 4 number 0 100000 
Input IN1: Resistance of a normally open 

contact 
– 

269 4 number 0 100000 
Input IN2: Resistance of a normally open 

contact 
– 

270 4 number 0 100000 
Input IN3: Resistance of a normally open 

contact 
– 

271 4 number 0 100000 
Input IN4: Resistance of a normally open 

contact 
– 

272 4 number 0 100000 
Input IN5: Resistance of a normally open 

contact 
– 

273 4 number 0 100000 
Input IN6: Resistance of a normally open 

contact 
– 

274 1 number 0 1 
Input IN1: Selecting the active state for the 

input in case when it works as an Engine 
Hours Counter (0 – open, 1 - closed) 

– 

275 1 number 0 1 
Input IN2: Selecting the active state for the 

input in case when it works as an Engine 
Hours Counter (0 – open, 1 – closed) 

– 

276 1 number 0 1 
Input IN3: Selecting the active state for the 

input in case when it works as an Engine 
Hours Counter (0 – open, 1 – closed) 

– 

277 1 number 0 1 
Input IN4: Selecting the active state for the 

input in case when it works as an Engine 
Hours Counter (0 – open, 1 – closed) 

– 

278 1 number 0 1 
Input IN5: Selecting the active state for the 

input in case when it works as an Engine 
Hours Counter (0 – open, 1 – closed) 

– 

279 1 number 0 1 
Input IN6: Selecting the active state for the 

input in case when it works as an Engine 
Hours Counter (0 – open, 1 – closed) 

– 

280 1 number 0 3 
IN1 State:  

0 — Logical “0”, 1 — Short Circuit, 

2 — Break, 3 — Logical “1” 

– 

281 1 number 0 3 

IN2 State: 

0 — Logical “0”, 1 — Short Circuit, 
2 — Break, 3 — Logical “1” 

– 

282 1 number 0 3 

IN3 State: 

0 — Logical “0”, 1 — Short Circuit, 
2 — Break, 3 — Logical “1” 

– 

283 1 number 0 3 

IN4 State: 

0 — Logical “0”, 1 — Short Circuit, 
2 — Break, 3 — Logical “1” 

– 

284 1 number 0 3 
IN5 State: 

0 — Logical “0”, 1 — Short Circuit, 
2 — Break, 3 — Logical “1” 

– 

285 1 number 0 3 
IN6 State: 

0 — Logical “0”, 1 — Short Circuit, 
2 — Break, 3 — Logical “1” 

– 

286 4 number 0 0xFFFFFFFF 
IN1: Maximum number of pulses for 

10 minutes at the input 
– 
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Parameter 
number 

Size, 
byte 

Data 
type 

Min. 
value 

Max. 
value 

Description 
Mask bit 
Number 

287 4 number 0 0xFFFFFFFF  
IN2: Maximum number of pulses for 

10 minutes at the input 
– 

288 4 number 0 0xFFFFFFFF 
IN3: Maximum number of pulses for 

10 minutes at the input 
– 

289 4 number 0 0xFFFFFFFF 
IN4: Maximum number of pulses for 

10 minutes at the input 
– 

290 4 number 0 0xFFFFFFFF 
IN5: Maximum number of pulses for 

10 minutes at the input 
– 

291 4 number 0 0xFFFFFFFF 
IN6: Maximum number of pulses for 

10 minutes at the input 
– 

292 4 number 0 0xFFFFFFFF 
Meter value at input S- (by default, this 

input is used as a leakage sensor, but can 
be reconfigured as a pulse counter) 

– 

293 4 number 0 0xFFFFFFFF IN1: Meter value – 

294 4 number 0 0xFFFFFFFF IN2: Meter value – 

295 4 number 0 0xFFFFFFFF IN3: Meter value – 

296 4 number 0 0xFFFFFFFF IN4: Meter value – 

297 4 number 0 0xFFFFFFFF IN5: Meter value – 

298 4 number 0 0xFFFFFFFF IN6: Meter value – 

299 12 number 0 – 

Request for the current resistance value at 
inputs IN1 – IN6. Contains 6 two-byte 

resistance values in tens of Ohms 
(read only) 

– 

300 16 line 0 0xFF Root topic name (for MQTT protocol)  

301 16 line 0 0xFF Data logger topic ID (for MQTT protocol)  

302 1 number 0 1 
Use the modem's IMEI  

as the data logger ID (0 - use the IMEI,  
1 – use Data Logger topic ID) 

 

303 32 line 0 0xFF Login for authentication on MQTT server.  

304 32 line 0 0xFF 
Password for authentication  

on MQTT server. 
 

305 1 number 0 1 
Enabling/disabling SSL/TLS encryption for 
MQTT protocol (0 - disabled, 1 - enabled) 

 

306 4 number 1 98176 
Command to start writing the TLS 

certificate file for SSL/TLS encryption 
 

307 5-128 line 0 - 
Writing a data block of the TLS certificate 

file for SSL/TLS encryption 
 

308 4 number 0 0xFFFFFFFF 
Requesting the checksum of the TLS 

certificate file for SSL/TLS encryption 
 

 

Transmission Format for Telemetry Data with Extended Settings 

Number of 

parameters 

Parameter 

number 

Data 

Length 
Data … 

Parameter 

number 

Data 

Length 
Data 

1 byte 2 bytes 1 byte 

From 1 to 

256 bytes 
depending on 

the length 

… 2 bytes 1 byte 

From 1 to 

256 bytes 
depending on 

the length 
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Protocol Description for Data Transmission Between Remote 
Server and Data Logger 

The initiator of the connection is the device. When connecting to a server it sends a telemetry packet, 

and waits for the server confirmation. After receiving confirmation, the device will start sending packets 

with archival data. Simultaneously with the confirmation packet, the server will send a time set 

command, and if there’s no need to reconfigure the device, will send the “End of Server Requests” 

command. This command allows the device to switch to a sleep mode faster. If the server hasn’t send 

this command, the device will stay connected for 2 minutes (plus 20 seconds after receiving any 

command from the server). Data packets from the device and from the server are described below. 

Telemetry 

Represents a data packet, that contaons both configuration parameters and data on the current status 

of the device. The number of parameters for telemetry data transmitting can be changed. The table 

Device Settings Format has a column called Mask Bit Number (a mask for telemetry data packet 

generating). If the corresponding number of bit is set in the mask, this parameter will be passed in the 

telemetry package. To read and change the telemetry parameters composition use the command 0x50 

“Command for receiving multiple device settings”. All data will be sent in little-endian byte order. 

Packet Start 
Identifier 

Device IMEI Encrypted Data 
Packet End 
Identifier 

0xC0 

0xCB 0x9B 
0x55 0x88 
0x88 0x11 
0x03 0x00 

60614e680e705d0fefcf7ac8102c4452 
ecb0c85768f2f2dc52415c43a36712f0 

31c9037dafd31f01ecb0c85768f2f2dc 
7b00be7e5a15fee1e78c63c58c2c6861 
fef9a1c4c4130a354c846448512e6a97 
ce4a9005690d1e3808f065c957538e1b 
ac87e7228322ab39a6900146786840dc 

0bc536ad6afb6e4e3267fb045dd9c7e6 
70f1c4c3d2ac1fcc71ad06b7b194de40 

31f4046744610aafa7b92fd3f392c3a5 
eeb1474ffa60c4c1587e68ecb0c85768 
f2f2dc2a88827461b41c99b2539b6bfd 
cd4325be3ced59be7b594addb3366e07 
6f6e470cc4c41df1eb3a8d93c99eb7bd 
ad5a474c33659653762910d0ecb0c857 

68f2f2dcecb0c85768f2f2dc82e715e7 
952a79c4c4660074ccc50741cab5eabb 
873ae706b4c8b008128df0af80fece91 
741fc5f6411145aab35ac9f6e0f8a937 
baed012d00c3be705a5e8c3440ddc1cd 
4e0051cccc 

0xC2 

When receiving data, first remove byte-stuffing in the data packet: discard the first byte 0xC0 and the 

last 0xC2, then find the byte 0xC4 within the encrypted data - and the next byte shows what to replace 

the byte with. Above, bytes with byte-stuffing are highlighted in green.  

The next step in disassembling the package is to extract the device's IMEI. It is rendered readable as 

follows. Eight bytes are represented as unsigned long (64 bits) with the byte order little-endian, i.e. 

0x0003118888559BCB = 863703030668235. 
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A packet without IMEI and byte-stuffing is shown below. 

60614e680e705d0fefcf7ac8102c4452 

ecb0c85768f2f2dc52415c43a36712f0 
31c9037dafd31f01ecb0c85768f2f2dc 
7b00be7e5a15fee1e78c63c58c2c6861 
fef9a1c4130a354c846448512e6a97ce 
4a9005690d1e3808f065c957538e1bac 
87e7228322ab39a6900146786840dc0b 

c536ad6afb6e4e3267fb045dd9c7e670 
f1c2d2ac1fcc71ad06b7b194de4031f4 
046744610aafa7b92fd3f392c3a5eeb1 
474ffa60c0587e68ecb0c85768f2f2dc 
2a88827461b41c99b2539b6bfdcd4325 
be3ced59be7b594addb3366e076f6e47 
0cc41df1eb3a8d93c99eb7bdad5a474c 

33659653762910d0ecb0c85768f2f2dc 
ecb0c85768f2f2dc82e715e7952a79c4 
660074ccc50741cab5eabb873ae706b4 
c8b008128df0af80fece91741fc5f641 

1145aab35ac9f6e0f8a937baed012d00 
c3be705a5e8c3440ddc1cd4e0051cccc 

Further on data should be decrypted with the specified encryption key using XTEA ECB algorithm. 

According to this algorithm the data length should be multiple of 8 and empty fields must be filled with 

extra zero bytes. 

In this example, the encryption key "yuyuyuyuopopopop" is given: 

09300004100e00000104f47795590210 
0000000000000000616161615d5d5d5d 
09150000000000000000000000000000 
000000000000000d1052545530322e30 
312e3030303200000012040000000013 
040000000014046161616115045d5d5d 

5d1604010e00001704010e0000180401 
0e00001904010e00001a04010e00001b 
04010e00001c04010e00001d04010e00 
001e01001f0100200100210100240100 
25113235303032000000000000000000 
0000002604ef1400002704930d00002d 
01022e02e0012f05ffffffff00300103 

3101003301003404050100003d20342e 
3132382e323400000000000000000000 
00000000000000000000000000004401 
184f04960d0000500400000000570460 
ea0000580422060000590460ea00005a 
04e01500005b01005c01025d01005e01 
005f010360010361010262010400 011b 

The last 2 bytes of the packet is the checksum, calculated using the CRC-16 CCIT algorithm with 

polynomial 0x1021 (Check: 0x29B1 ("123456789")). In our case the value is 0x1B01, and do not forget 

that the byte order is little-endian. 

Sequence of bytes Description 

09 Telemetry Packet Identifier 

30 The Number of Parameters 

0004100e0000 Data Slicing Time – 3600 seconds 

0104f4779559 Current time – August 17th 2017, 11:03:16 
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Sequence of bytes Description 

02100000000000000000616161615d5d5d5d 

Current Meter Values: 1-0, 2-0, 3-0x61616161, 

4-0x5d5d5d5d. As the third meter is used as a 

temperature sensor, it is parsed as each byte 

separately, i.e. 0x61=97 degrees Celsius (this 

value is usually shown when the sensor is not 

connected). The fourth meter is parsed the same 

way as the third. 

... ... 

In response to this packet, the server will send a telemetry confirmation (shown below, before 

encrypting).  

090000000000F246 

 

Recommended Server Commands 

• Time set command. Required for device internal clock correction. 

0101041ECB4C5900000000000000F589 

013208FFFFFFFFFFFFFFFF0000000654 

0137010000003E56 

Sporadic Data Transmission 

After the confirmation receipt the device will begin transmitting to the server the accumulated archive 

of sporadic data, starting with the “oldest” events. First the “alarm” events are transmitted (button was 

pressed, alarm at the input) followed by normal occurrences (time interval has passed). Each packet 

contains multiple events with maximum packet size of 1000 bytes. Each packet is numbered and the 

server should send the confirmation with the packet number in response. 

Packet with Data Archive from 
the Device 

03 13 01D049F856140023110000013211000002A713000003370F0
0000000E5F8 

Server Response 04 13 0000000039E2 
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Firmware Update Protocol Description 

The data logger firmware consists of two independent parts: 

− Bootloader 

− Main program. 

The bootloader always starts first after resetting or powering the device up. Checks the integrity of the 

Main program, as well as scans the external FLASH memory for updates to the external program. 

And, if there is on external flash memory the Main program different from the internal, writes a new 

Main program to the internal FLASH memory microcontroller. If there is no correct Main program on 

the external FLASH or it is identical to the Main program on the internal flash, the bootloader runs the 

Main program. 

The Main program, in addition to its main functions, can receive the "firmware" file on all 

communication channels and writes it to the external FLASH memory. But it does not check the file 

for integrity. 

The update algorithm itself is as follows: the Main program receives the firmware update file and 

transfers control to the bootloader, restarting the microcontroller. The bootloader verifies the integrity 

of the new Main program and replaces it from the external to the internal FLASH. 

There are 3 commands to write the Main program update to the device: 

Command Description 
Command 

Type 
Data to the Device Data from the Device 

14 

Get the address of 
the start of 

recording an 

unrecorded 
firmware block 

read only 

Contains the file size 
(4 bytes) and the 

firmware version name 
as a text field of 16 

Contains the address for 
the next data block. 
If it is 0, then the 

firmware will be written 

completely. If it is equal 
to the size of the file it 

means that the firmware 
is written completely. 

15 
Get the size of an 

unrecorded block 
read only 

Contains the file size 
(4 bytes) and the 

firmware version name 
as a text field of 16 

Contains the required 
size for the next block of 
data. If it is zero, then 
the firmware is written 

completely. If it is equal 
to the size of the file, it 

means that the entire file 
must be written. 

16 

Record the data 

block with the 
firmware 

read only 

The first 4 bytes-the 
offset from the beginning 

of the file after which the 
record should start. 

1-251 block of data for 
file writing 

The device does not 
respond to this 

command. This is done 
specifically to speed up 

the process of writing the 
firmware file. 

The firmware file with the .crt extension consists of two parts: 

• Service – is written at the beginning of the file in unencrypted size of 16 bytes, it is a text string 

with the name of the Main firmware. This part is necessary to form commands to read the 

status of the firmware writing. 

• Main – the main program itself. 
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The Service part is not transferred with the Main part. Below is an example of firmware update with a 

detailed analysis. The arrow "→" shows the direction of the data to the device, and the arrow "←" 

shows the direction of the data from the device. Flashing was carried out via USB cable.  

→ c0 06 0e 14 10 86 01 00 52 54 55 36 30 30 2e 30 34 2e 30 30 32 30 00 00 00 00 00 00 00 00 

00 90 5f c2 

 

Begin 
of 

Packet  

Type of 
Operation- 
Parameter 

Read 
command 

Get the 
Address of 

Record 
Beginning 
command 

(14)  

Data 
Length 

(20) 
Data 

Check- 
sum 

End of 
Packet 

C0 06 0E 14 

Firmware 
size 

(99856 
bytes) 

Firmware name 

DTU22.04.0020 

Null bytes to 

the length 
multiple of 8 

90 5F C2 

10 86 01 
00 

52 54 55 36 30 
30 2e 30 34 2e 
30 30 32 30 00 

00 

00 00 00 
00 00 00 

00 

 

← c0 07 0e 00 04 00 00 00 00 00 00 00 00 00 00 1a 0c c2 

 

Begin 
of 

Packet 

Type of 
Operation- 
Response 
to a Read 
command 

Command 
Get the 

Address of 
Record 

Beginning 
(14)  

Code of the 
command 
execution. 
Command 
executed 

Data 
Length 

Firmware 
writing 

start 
address 

(0x00000
000) 

Null 
bytes to 

the 
length 

multiple 
of 8 

Check- 
sum 

End of 
Packet 

C0 07 0E 00 04 
00 00 00 

00 
00 00 00 
00 00 00 

1A 0C C2 

 

→ c0 06 0f 14 10 86 01 00 52 54 55 36 30 30 2e 30 34 2e 30 30 32 30 00 00 00 00 00 00 00 00 

00 76 af c2 

 

Begin 
of 

Packet 

Type of 
Operation-  
Parameter

Read 
command 

Get the Size 
of the Block 
for Writing 
command 

(15) 

Data 
Length 
(20) 

Data 
Check 
sum 

End of 
Packet 

C0 06 0F 14 

Firmware 
size 

(99856 
bytes) 

Firmware 
name 

DTU22.04. 
0020 

Null bytes to 
the length 

multiple of 8 

76 af C2 

10 86 
01 00 

52 54 55 36 
30 30 2e 30 
34 2e 30 30 
32 30 00 00 

00 00 00 
00 00 00 

00 
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← c0 07 0f 00 04 10 86 01 00 00 00 00 00 00 00 06 7f c2 

 

Begin 
of 

Packet 

Type of 
Operation- 
Response 
to a Read 
command 

Command 
Get the 

Size of the 
Block for 
Writing 

(15) 

Code of the 
command 
execution. 
Command 
executed 

Data 
Length 

Size of the 
Block, 

Required for 
Writing 

(0x00018610 
= 99856 
bytes) 

Null 
Bytes to 

the 
Length 
Multiple 

of 8 

Check- 
sum 

End of 
Packet 

C0 07 0F 00 04 10 86 01 00 
00 00 00 
00 00 00 

06 7F C2 

 

→ c0 01 10 36 00 00 00 00 53 06 c8 de d0 cc a5 d7 0b 74 3e 59 b4 68 22 23 04 b6 cd d2 1d af 

0e 25 fc 5b 8f 13 cc a4 04 cb 19 7b ad cd 2c f8 10 dc ef 4a 78 54 89 bf e0 4f 2a b4 00 00 00 00 

00 6e 46 c2 

 

Begin 
of 

Packet 

Type of 
Operation 

-  
Set the 
Value 

Command 
to Write 
the data 

block with 
the 

firmware 

Data 
Length 

The Offset 
after which 
the Record 
should start 
(0x000000

00) 

The data 
block 

(50 bytes) 

Null Bytes 
to the 
Length 

Multiple of 
8 

Check- 
sum 

End of 
Packet 

C0 01 10 36 00 00 00 00 

53 06 c8 de d0 
cc a5 d7 0b 74 

3e 59 b4 68 

22 23 04 b6 cd 
d2 1d af 0e 25 
fc 5b 8f 13 cc 

a4 04 cb 19 7b 
ad cd 2c f8 10 
dc ef 4a 78 54 
89 bf e0 4f 2a 

b4 

00 00 00 
00 00  

6E 46 C2 

PLEASE NOTE!  The data block can be between 1 and 252 bytes long. Recommended block length – 

50 bytes. 

c0 01 10 36 32 00 00 00 d1 05 92 c1 11 99 ac 34 77 04 2e 8e 1f 5c fd 2c d1 0f 9b 29 f6 01 41 

d7 f8 b0 3b 4e e5 7f 24 20 cb fd 90 cd ef 0a 3b 81 2b 34 ec af ba 5b be bd b2 01 00 00 00 00 

00 55 c7 c2 

 

Begin 
of 

Packet 

Type of 
Operation 

-  
Set the 
Value 

Command 
to Write 
the data 

block with 
the 

firmware 

Data 
Length 

The Offset 
after which 
the Record 
should start 
(0x000000

32=50) 

The data 
block 

(50 bytes) 

Null Bytes 
to the 
Length 

Multiple of 
8 

Check- 
sum 

End of 
Packet 

C0 01 10 36 32 00 00 00 

d1 05 92 c1 
11 99 ac 34 77 
04 2e 8e 1f 5c 
fd 2c d1 0f 9b 
29 f6 01 41 d7 
f8 b0 3b 4e e5 
7f 24 20 cb fd 
90 cd ef 0a 3b 
81 2b 34 ec af 
ba 5b be bd b2 

01 

00 00 00 
00 00  

55 C7 C2 
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.  Firmware writing processing… 

.  Processing… 

.  Processing… 

→ c0 01 10 0a 0a 86 01 00 52 58 ea 03 07 78 00 d4 b2 c2 

 

Begin 
of 

Packet 

Type of 
Operation 

-  
Set the 
Value 

Command 
to Write 
the data 

block with 
the 

firmware 

Data 
Length 

(20) 

The Offset 
after which 
the Record 
should start 
(0x000186
0A=99850) 

The last 
data block 
(6 bytes) 

Null Bytes 
to the 
Length 

Multiple of 
8 

Check- 
sum 

End of 
Packet 

C0 01 10 0A 0A 86 01 00 
52 58 ea 
03 07 78 

00 D4 B2 C2 

 

After transfer of the last block of firmware the device is polled again by commands 14 and 15 whether 

there are data gaps in the firmware. Gaps may be due to the losses on the communication channel. 

If there are gaps, you can see them in the responses to commands 13 and 14. This verification 

mechanism allows to complete firmware writing even if the device restarts while updating the firmware 

or if there are any communication problems. The device stores all data sent before the failure and thus 

the server can start transmitting firmware from the moment of the breakage. 

 

→ c0 06 0e 14 10 86 01 00 52 54 55 36 30 30 2e 30 34 2e 30 30 32 30 00 00 00 00 00 00 00 00 

00 90 5f c2 

 

Begin 
of 

Packet 

Type of 
Operation-  
Parameter

Read 

command 

Command 
Get the 

Address of 
Record 

Beginning 

(14) 

Data 
Length 
(20) 

Data 
Check 
sum 

End of 
Packet 

C0 06 0E 14 

Firmware 
size 

(99856 
bytes) 

Firmware 
name 

DTU22.04. 
0020 

Null bytes to 
the length 

multiple of 8 

90 5F C2 

10 86 

01 00 

52 54 55 36 
30 30 2e 30 

34 2e 30 30 
32 30 00 00 

00 00 00 00 

00 00 00 
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← c0 07 0e 00 04 10 86 01 00 00 00 00 00 00 00 65 3a c2 

 

Begin 
of 

Packet 

Type of 
Operation- 
Response 
to a Read 
command 

Command 
Get the 
Address 

of Record 
Beginning 

(14) 

Code of the 
command 
execution. 
Command 
executed 

Data 
Length 

Firmware 
writing 

start 
address 

(0x00000
000) 

Null bytes to 
the length 

multiple of 8 

Check 
sum 

End of 
Packet 

C0 07 0E 00 04 
10 86 
01 00 

00 00 00 
00 00 00 

65 3A C2 

 

→ c0 06 0f 14 10 86 01 00 52 54 55 36 30 30 2e 30 34 2e 30 30 32 30 00 00 00 00 00 00 00 00 

00 76 af c2 

 

Begin 
of 

Packet 

Type of 
Operation-  
Parameter

Read 
command 

Command 
Get the Size 
of the Block 
for Writing 

(15) 

Data 
Length 
(20) 

Data 
Check 
sum 

End of 
Packet 

C0 06 0F 14 

Firmware 
size 

(99856 
bytes) 

Firmware 
name 

DTU22.04. 
0020 

Null bytes to 
the length 

multiple of 8 

76 AF C2 

10 86 
01 00 

52 54 55 36 
30 30 2e 30 
34 2e 30 30 
32 30 00 00 

00 00 00 00 
00 00 00 

 

←c0 07 0f 00 04 00 00 00 00 00 00 00 00 00 00 79 49 c2 

 

Begin 
of 

Packet 

Type of 
Operation- 
Response 
to a Read 
command 

Command 
Get the Size 
of the Block 
for Writing 

(15) 

Code of 
the 

command 
execution. 
Command 
executed 

Data 
Length 

Size of the 
Block, 

Required for 
Writing 

(0x00000000 
= 0 byte) 

Null bytes 
to 

the length 
multiple 

of 8 

Check 
sum 

End of 
Packet 

C0 07 0F 00 04 
00 00 

00 00 

00 00 00 

00 00 00 
79 49 C2 

 

PLEASE NOTE: To update the firmware, you need to give the device restart command at the end 

(command 17). 
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Protocol Description for Operation in a Combined Transparent 
Channel (DTU2xx, DTU4xx) 

The combined transparent channel is designed for receiving and transmitting data from devices, 

connected to DTU data loggers via serial interface (RS-232 or RS-485). For this purpose, a separate 

data identifier "0x05" is allocated in the Protocol. This data type consists of the following fields: 

Offset Size, byte Name Description 

0 1 Data Type 
For a combined transparent channel  

Data Type is always 0x05 

1 1 Package type  

2 2 Package Size  

4 1-1024 Data Transmitted  

 

Package types 

Package Type 

Number 
Description 

Firmware 

Version 

0 Transparent mode setting package  

– 
1 Response package to transparent mode setting  

2 Data transfer package to Serial Port  

DTU22.02.0001 
3 Data transfer package from Serial Port  

4 Data transfer package to Serial Port with package ID 
DTU22.04.0018 

5 Data transfer package from Serial Port with package ID 

Transparent Mode Setting Package 

Offset 
Size, 

byte 
Description 

The range 

of values 

0 1 
Enable/disable transparent mode 

(1 - enable, 0 - disable) 
0-1 

1 2 Package build timeout (in ms) 1-65535 

3 2 Package size, at which data is transmitted over TCP 1-1024 

5 4 Baud rate 600-115200 

9 1 
Parity check 

(0 – no parity check, 1 – even, 2 – odd) 
0-2 

10 1 
Stop bit (0 - length 1, 1- length 0.5, 

2- length 2, 3 – length 1.5) 
0-3 

11 1 Data length (0 - 8 bytes, 1 - 9 bytes) 1 
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EXAMPLE: 

Transparent channel enable command: build timeout - 300ms, data packet length - 1024, 

baud rate - 115200, without parity check, stop bit - 1, data length - 8 bytes (1152008N1) 

Value Description 

05 Combined transparent channel data 

00 Transparent mode setting package 

0C 00 Package size (12 bytes) 

01 Enable transparent mode 

01 2C Package build timeout (300ms) 

00 04 Data package size, at which data is transmitted (1024 bytes) 

00 C2 01 00 Baud rate (115200) 

00 No parity check 

00 Stop bit (1) 

00 Data length (8 bytes) 

Assembled package:  05 00 0C 00 01 2C 01 00 04 00 C2 01 00 00 00 00 

 

Response Package to Transparent Mode Setting 

Consists of one byte: 

• 0 – command is executed, 

• 1 – command is not executed. 

EXAMPLE: 

Value Description 

05 Combined transparent channel data 

01 Response package to transparent mode setting  

01 00 Package size (1 byte) 

00 Execution code (executed) 

Assembled package:  05 01 01 00 00 
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Data Transfer Package to Serial Port 

EXAMPLE: 

Value Description 

05 Combined transparent channel data 

02 Data transfer package to serial port 

0A 00 Package size (10 bytes) 

31 32 33 34 35 36 

37 38 39 30 
Data (“1234567890”) 

Assembled package:  05 02 0A 00 31 32 33 34 35 36 37 38 39 30 

PLEASE NOTE: The device does not send a confirmation packet to this package. 

Data Transfer Package from Serial Port 

EXAMPLE: 

Value Description 

05 Combined transparent channel data 

03 Data transfer package from serial port 

0A 00 Package size (10 bytes) 

31 32 33 34 35 36 

37 38 39 30 
Data (“1234567890”) 

Assembled package:  05 03 0A 00 31 32 33 34 35 36 37 38 39 30 

PLEASE NOTE: The device does not send a confirmation packet to this package. 
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Data Transfer Package to Serial Port with Package ID 

Packet identification is required when the requested device responds to different requests. Therefore, 

a request ID that specifies Device Response Timeout is entered. If no data has come from the device 

within the specified time, the request is considered unsuccessful and a packet with the same ID but 

with a zero length is sent. Otherwise, the response is forwarded to the server with the same ID. 

The package structure: 

Offset Size, byte Description 
The range 

of values 

0 2 Package ID 0-0xFFFF 

2 4 Device Response Timeout (ms) 5-0xFFFFFFFF 

6 2 Data length 1-1024 

8 1-1024 Data - 

Detailed description of the package: 

EXAMPLE: 

Value Description 

05 Combined transparent channel data 

04 Data transfer package to serial port with package ID 

12 00 Data package size (18 bytes) 

D2 04 Package ID (0x04D2) 

88 13 00 00 Device Response Timeout (5000ms) 

0A 00 Data length directly transmitted to the port (10 bytes) 

31 32 33 34 35 

36 37 38 39 30 
Data (“1234567890”) 

Assembled package:  05 04 12 00 D2 04 88 13 00 00 0A 00 31 32 33 34 35 36 37 38 39 30 

 

Data Transfer Package from Serial Port with Package ID 

The package structure: 

Offset Size, byte Description 
The range 

of values 

0 2 Package ID 0-0xFFFF 

2 2 
Data length. Can be 0 (null), which means that 

the data is not received within the specified timeout 
0-1024 

4 1-1024 Data - 
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Detailed description of the package: 

EXAMPLE: 

Value Description 

05 Combined transparent channel data 

05 Data transfer package from serial port with package ID 

0D 00 Data package size (13 bytes) 

D2 04 Package ID (0x04D2) 

09 00 Data length directly received from the port (9 bytes) 

39 38 37 36 35 

34 33 32 31 
Data (“987654321”) 

Assembled package:  05 05 0D 00 D2 04 09 00 39 38 37 36 35 34 33 32 31 

 
 

Algorithm for connection control in a combined transparent channel 

To maintain and monitor the availability of a connection with the server a special algorithm has been 

added to the device. It consists in sending an "empty" telemetry packet and waiting for a response to 

it. The packet consists of the following bytes (coincides with the response coming from the server): 

0x09 0x00 0x00 0x00 0x00 

This is done in order to reduce the traffic between the device and the server. In this case, this packet 

is called a "ping" packet. In confirmation, the server must respond with a telemetry acceptance 

confirmation packet (a packet with the same data).  

A ping packet is sent if there has not been a single packet from the server within 1 minute (configuration 

packet, confirmation packet, etc.). After sending a ping packet, a response from the server is expected 

within 40 seconds. If no response is received during this time, the connection is terminated and the 

data logger is completely restarted and tries to connect to the server again. If a confirmation is 

received, 1 minute is scheduled again. 

This algorithm works only when the combined transparent channel is enabled. 
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